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Abstract: Systems that integrate between computers, communication and control systems are known as Cyber-Physical
Systems (CPSs), and effective control of such systems is challenging. With advancement of the related areas and many systems
are inter-connected, CPSs are becoming important elements especially in Industry 4.0 and 5.0. This paper presents a review of
co-design approaches for control of CPS, in which desired performance in both layers (cyber and physical) are considered
during the controller design. The approach is found to be suited well for CPS. Moreover, in this paper, a special focus is given
to event-based control approaches as promising results are reported. In this case, event-based state-space and PID controllers
are reviewed. In addition, tools used for the development and performance analyses of co-design approaches are discussed.
Several control challenges related to CPS control have also been identified. It is envisaged that this paper can provide valuable
knowledge for researchers to embark into the research of control of CPS.
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1. INTRODUCTION

In the first two decades of the 21st century, the technologies of computer, communication, and control systems have grown

rapidly. This technological development creates sophisticated systems that involves the integration of these fields. These

integration systems are called cyber-physical systems (CPSs). The term CPS was coined in 2006 by Helen Gill, the Director
of Computer Information and Science Engineering (CISE) at National Science Foundation (NSF), USA [1]. Later, several
definitions of CPS emerged in the literature. These include:

(a) CPS is a system that integrates the cyber world with the physical world, where computational and physical components
of such systems are tightly inter-connected and coordinated to work effectively together, sometimes with humans in the
loop [2].

(b) CPS is an orchestration of computers and physical systems. Embedded computers monitor and control physical processes
usually with feedback loops, where physical processes affect computations and vice versa [3].

(c) CPSs as engineered systems that are built from, and depend upon, the seamless integration of computation and physical
components to enable the capability, adaptability, scalability, resiliency, safety, security, and usability that will expand
the horizons of the system [4].

(d) CPS is the next generation of engineered systems that require tight integration of computing, communication, and control
techniques [5 - 7].

From these definitions, common characteristics for CPS are:

(a) Integration of cyber elements (computation, software, and networking) and physical elements (engineered systems and
human factor).

(b) A feedback loop system which involves the physical processes, computations (simulation and decision making), sensing
and actuation elements, and monitoring and control elements.

(¢c) Networked, tightly coupled, inter-connected processes and mediating between computing and physical entities.
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Figure 1. Relationships of CPS elements.

Generally, the fields of control, communication and computing are separate areas and have their distinct theories and
bases. Analytical methods and tools for solving their problems are designed for their respective fields. However, in these days
many complex systems have been developed with tight integration within each field as a result of the advanced technologies.
CPS is introduced due to the increasing of systems that have integration between computation, communication and control
elements (the cyber part) and physical processes such as heating, cooling, motion, vibrations, etc. (the physical part).
Engineering and computing communities begin to realise the challenge in designing such systems is not due to the limited
resources either from cyber or physical, but it comes from their interaction [1]. Kim and Kumar [6] have given a review on
how CPS becomes an important topic of research.

Figure 1 shows the relationships between cyber and physical components for CPS which makes CPS a heterogeneous
system that combines hardware, software, sensors, actuators, and other components [8]. Basically, CPS is a system that
integrate several systems, such as embedded systems, networked control systems (NCS) and Internet of Things (IoT).
Therefore, the analysis and design of the CPS are based on unified dynamics, which emerge from interactions between
physical, computer, software, and networks [9].

Although CPS was introduced in 2006, the research on CPS become popular among researchers after it was featured in
the IEEE Proceeding in 2012. Articles in this publication have sparked many ideas in the CPS research. However, most of the
articles have not made a clear distinction between the CPS and NCS. In fact, the main difference between these two systems
is the integration between the cyber and physical processes, where CPS requires the enhancement of the integration to provide
a tight and seamless integration to be a more efficient system [3, 6]. In CPS, the enhancement of the integration is possible to
implement before the control system is established on the network. A CPS work as in [10] can be an example of the
integration’s enhancement, where the cyber model is designed by abstracting the execution rate of a real-time feedback control
and combining it into a physical continuous state space model.

As CPSs are gaining popularity among researchers and the systems are important components in Industry 4.0 and 5.0,
several control approaches have been proposed and implemented. However, the CPSs are also becoming more complex
especially for a large-scale system, and thus, control challenges increase. Furthermore, due to the tight integration requirements
of cyber and physical spaces, an effective control technique is required to fulfill both performance goals. This paper presents
a review of co-design approaches and its tools for control of CPSs. In particular, the review gives a special focus on event-
based controllers, which are based on state-space and Proportional-Integral-Derivative (PID) controllers. Several control
challenges are also given at the end of this paper. It is envisaged that this paper can provide valuable knowledge for research
in control of CPS.

2. CO-DESIGN CONTROL APPROACHES

The main objective in control of CPS is to bring the system to the desired physical performance such as stability, timing
performance and system optimisation, while optimising computational design based on RTS issues such as resource utilisation
(CPU and bandwidth), concurrency and scheduling problems, and quality of service (QoS). A conventional method which uses
individual design and analysis tools with respect to their own domains has limited interaction. In contrast, a co-design approach
involves sharing, comparing, and gathering the knowledge and perspectives brought by the stakeholders involved in the design
process [11]. As CPSs are designed from the association of control systems, communication (networking) and computing, a
co-design approach of CPS requires more integrated approaches with a feature to include more compartments of interaction
between physical and cyber systems. Figure 2 shows the concept of co-design in designing and analysing the CPS.
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Figure 2. Co-design components in control of CPS.

In co-design, both physical and cyber issues will be considered fairly, where the controller for physical systems will
consider cyber performances and vice versa. This method can give a mutual benefit to one another in order to optimise their
limited resources. Co-design technique in control system design can be categorised into co-design for multitask control and
single task control. Another co-design control approach which is gaining popularity is an event-based controller. These
controllers will be reviewed in the following sections.

2.1 Multi-Task Control

In embedded systems, control and scheduling co-design becomes an issue when several controller tasks share the same
embedded systems (controller) and disrupt the ideal sampling and actuation patterns. To allow this single controller
multitasking, the controller task must be scheduled accordingly. One of the early works on control and scheduling co-design
was published in [12], where they proposed an offline optimisation sampling frequency using a controller performance index
to formulate a minimum cost function according to schedulable constraint. Then, Eker ez al. [13] proposed a feedback scheduler
which was utilised from a linear quadratic (LQ) state feedback controller subject to the sampling interval for online sampling
rate adjustment.

This work was extended in [14] by using a feedforward general linear dynamic controllers based on CPU utilisation. This
early work which namely feedback and feedforward scheduling apparently managed to assign a new sampling frequency by
solving cyber utilisation problem which significantly affect the physical performance. However, an extra task is required in
order to regulate the sampling frequency. The feedback and feedforward scheduling are able to reduce the uncertainties in
control task period, jitter, and execution time, thus make things easier for the control system design, since it relieves the
requirement for robust control regarding the delay and jitter.

In the advanced work, Xu et al. [15] have leveraged the optimal control theory of linear quadratic Gaussian (LQG) as a
co-design technique by measuring the cost function of the total control loop as a control performance metric to LQG design to
achieve an optimal task scheduling. The review and evaluation for four proposed LQG-based co-design methods namely delay-
aware [16], stochastic [17], periodic [18], and harmonic can be found in [19]. The LQG co-designs have shown that by
distributing an optimal scheduling task in real time scheduling, better control performance can be achieved but with the cost
of highly intensive computation.

2.2 Single-Task Control

Anytime control is one of the co-designs that fall under this category [20]. It is a type of control that can modify their structure
based on the performance of the RTS. There are two types of modification that can be applied: model reduction [21] and
performance reduction [22]. Model-predictive control (MPC) is an example for anytime control application, where if the RTS
is overloaded, the MPC’s model can be reduced by skipping any optional control algorithm or by decreasing the performance
optimisation with less objective function. In the recent work, Pant et al. [23] proposed a co-design of the anytime estimation
and MPC algorithms with the manner of delays and inaccuracies issues. Their anytime estimation has the flexibility to reduce
the estimation time when the computational resources become overloaded, hence achieved the control objective at a reduced
energy cost. The anytime control has shown it capability to reduce the computational cost for the MPC. However, the MPC
itself is computationally expensive as the MPC algorithms repetitively calculate the optimisation problem for every step using
a prediction over specific time horizon to compute a control input.

In the diverse co-design work, Bradley and Atkins [24] proposed co-design for CPS concept in mathematical model using
ordinary differential equations (ODEs). The idea was to co-regulate cyber and physical systems through LQR. The concept is
similar to feedback scheduling and time-varying sampling and control to provide a sampling time according to the plant state
condition. Full state feedback gain was calculated using an LQR, hence the controller managed to optimise input for both cyber
and physical states. In order to create a simulation for time-varying sampling rate, a new simulation technique has been
designed by cascading the solver for ODE. Their approach would be more convincing if the model has appropriate coupling
term on the interaction between cyber and physical errors rather than just co-regulate in the LQR gain.
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2.3 Control Strategies

In the literature, most of the co-design techniques were implemented in context of “cyber”, where the designed is considering
the task scheduling in RTS particularly for the multitask control. The scheduling is adjusted to keep the physical performance.
On the other hand, the co-design in a single control task gives more engagements for the physical part in the co-design where
the controller is adjusted to relax the computation.

A brief summary of the main advantages and disadvantages of the existing co-designs which related to CPS is given in
Table 1. It can be shown that the co-design technique is able to give an enhancement of the integration between cyber and
physical elements and there is an opportunity to explore the event-based controller to be a CPS feedback controller. To achieve
this, a framework of the co-design using the event-based controller as a CPS feedback controller is required, where this
framework can distinguish the CPS design over the other systems such as digital control system, network control system, etc.

Table 1. Comparisons of existing co-design strategies.

Approaches Method

Advantage

Disadvantage

Cyber approach -
Real time system
(Static Scheduling)

scheduling

Optimal sampling and

The controller is able to control multi-
task/systems by optimising the task
frequency and scheduling for limited

The control input is updated by
following the scheduling task
without taking into account the

CPU utilisation becomes overload.

computational resources. dynamic of the physical
performance.

Cyber approach - Feedback-feedforward | Dynamic sampling and scheduling are | The controller needs to perform
Real time system scheduling given based on computational | and additional task that results in
(Dynamic utilisation and controller performance. | a higher computational
Scheduling) requirement.
Physical approach - | Anytime control Give the flexibility to the receding | The controller still requires high
Control system horizon control to reduce their model | computational load.
design or optimization constraint when the

Coupled

cyber-

physical co-regulation

A sampling frequency is introduced as
cyber state to be used in co-regulating
with the physical state.

The controller only reduces the
sampling frequency but still
updating the control input when
the system response has reach
steady-state condition.

Event-based controller

There is a flexibility in the design
process to make a trade-off between the
cyber and physical performances. The
control updates are reduced when the
physical state has reached the steady-

Requires an extra algorithm to
modify  the  time-triggered
controller and the output
response suffers from sticking
and limit cycles issues.

state condition.

3. EVENT-BASED CONTROLLERS

In order to allow flexibility to the system to make trade-off between the computation and control performance, an event-based
controller has been proposed by [25]. The main objective of the event-based controller was to provide a control input based
on the event, instead of depending on a specific sampling time. The event was determined by an event-detector by applying a
logic rule namely event-triggering mechanism/condition. Event-based controllers immediately change the real-time system's
task period in reaction to the performance of the application.

It is worth mentioning that as an attempt for an event-based PID controller to reduce the control computation, it exploits
the timing of control sequence, and the sampling has become asynchronous. This form of sampling has resulted in two
significant deteriorations to the output signal: (1) sticking, and (2) limit cycles [26, 27]. Sticking is the phenomenon where the
event stop triggering even the output response still not reach the steady-state. This problem mostly happens due to the absolute
relative error and the triggering mechanism only measure the error. On the other hand, limit cycle is the case with an oscillatory
response near the steady-state due to the output response unable to stay inside the steady-state boundary after the control signal
stop updating [26, 27].
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Figure 3. Approaches in event-based controllers.

Recent demand on the co-design for CPS applications has triggered the attention of many researchers and is becoming an
urgent demand to develop, improve and test new control strategies for CPS. Among the approaches, event-based feedback
control appears to be more inclined to the physical approach, more specifically, control system approach. The event-based
feedback control is not a new idea, and it has been popularised by [28] that analysed and compared between the time-triggered
sampling and event-triggered sampling, and [25] that proposed a simple event-based PID controller.

Several control strategies have also been proposed to meet the event-based controller requirements. They can be
categorised into two main configurations: (1) event-based state-space control, and (2) event-based PID control, as shown in
Figure 3. Control algorithms that fall under these two approaches are also listed in Figure 3. The following section provides a
review of the existing event-based state-space and PID approaches.

3.1 Event-based State-Space Controller

A state-space model is a mathematical representation of a physical system as a set of input, output, and state variables related
by differential equations. The state variables define the values of the output variables. The event-detector for event-based state-
space can be in a continuous or periodic form. For a continuous event-detector, a lower bound execution time is applied to
avoid Zeno behaviour, where the event happens excessively fast when the system state approaches a steady state [29, 30]. The
continuously checking of event-triggered condition in continuous state-feedback event-based controller can cause the event-
triggering mechanism to create some overhead. As for that reason, it is suggested to use a discrete or periodic sample to verify
the event-triggering condition [31, 32, 33].

It is important to note that in the state-space approach, the event-based control is mostly called by event-triggered control
(ETC). An early continuous event-triggered state-feedback was used as a co-scheduling in RTS as reported in [34]. Their ETC
was not for reducing the control computation, rather to co-scheduling the control task for multitask control with the objective
to ensure the control tasks meet their deadline while maintaining plant stabilisation. The first attempt to develop a theory of
state-feedback ETC to reduce the computation was made by [35]. They proposed to invoke the control updates whenever the
state exceed a certain threshold that able to destabilise the system. In [36], the error between measured continuous state-
feedback and estimated state-feedback was used to determine the control updates. This was only generated if the estimation
error exceed a given sensitivity bound, in order to reduce the control updates due to the effect of disturbance. The state-
feedback ETC has also been developed under the effect of delay as reported in [37].

In a state-feedback controller, all the states are accessible to be used in control calculation. In contrast, an output-based
controller only uses the output to estimate. The first paper that formally analyse the stability of output-based controller in ETC
was published by [38], where the controller was used for the decentralised event-detector. In another work, Zhang and Feng
[39] proposed exponentially decreasing event threshold condition for both continuous and discrete event-detectors for the
observer-based ETC. Dolk et al. [40] have also developed the output-based controller with dynamic ETC, which leads to trade-
off between robustness, performance and network utilisation.

In another event-based state space approach, Heemels and Donkers [33] put an effort to implement periodic event-
triggered control (PETC) for a model-based controller. As the model-based controller has three functions which are
estimate/predict, correct, and control, they proposed to use an observer-based controller and an event-triggering mechanism to
reduce the communication between the sensor-to-controller and controller-to-actuator channels. The states estimated by the
observer were used by the event-triggering mechanism to decide either the estimated states can be delivered or not to the
controller for control computation. By doing so, the control computation implemented only when the error between estimated
states and current states exceeds a predefined threshold. In another work, Garcia and Antsaklis [41] proposed a model-based
ETC with the effect of common issues of NCS subject to quantisation and time-varying delays. The plant model was used to
generalise the zero-order-hold (ZOH) and provides a stability threshold for ETC to reduce the feedback rate from the sensor
to controller. In a recent work, the model-based ETC has been extended for a nonlinear system [42] and a hybrid system [43].

In a state-feedback event-based controller, the triggering mechanism must calculate all states conditions, which imply that
all states must be measured by the sensor. Therefore, the cost for sensor installation increases. Meanwhile, output-based and
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model-based controllers require an estimator to estimate the states, hence extra computation is required by the system which
subsequently increased the computational burden.

As a lot of computation is required in the state-space controller, which might contradict with the objective of event-based
control to reduce the computation time. Even though the event-based strategy in state-space controller is able to reduce the
communication and control updates, it is more practical for CPS to use a controller with less computation. Moreover, most of
the event-based state-space approaches focus on relaxing the control updates subject to system stability. This method
guarantees to maintain the stability of the system. However, the control performance may generate a sticking and limit cycles
output response.

3.2 Event-based PID Controller

Despite the existence of more advanced control strategies, it is becoming extremely difficult to ignore the feasibility of PID
controller in solving the control problems. In general, a PID controller is a single-input single-output (SISO) controller with
various available analyses and design techniques. The PID controller is a well-known feedback control strategy among control
engineers due to its favourable features, such as a simple control algorithm and easy implementation in industrial applications.
An event-based PID controller introduced by [25] was the first event-based controller debut in control system. This article has
shown the benefits of event-based controller in reducing the number of control-computation updates as the control updates
were based on the event instead of predetermined timing. In the work, the event was determined by the event detector that uses
a logical condition as an event triggering mechanism. The controller only computes and update the control signal when the
relative error between the measured signal and reference cross a certain level elim, or if the control updates interval reaches a
maximal sampling period. The relative error level crossing is also known as send-on-delta (SOD) signal sampling [44] or
deadband sampling [45].

Durand and Marchand [46] revised the work of [25] by improving the PI discretisation algorithm from forward difference
to backward difference approximations. The triggering mechanism has also been simplified by removing the safety limit
condition. However, this raised the overshoot problem when the new set point was given after a long steady-state. As the
maximal sampling period was removed, the interval time without control updates can grow without limit which in turn will
result the integral part to calculate a large value of control signal and contributing to overshoot response. They suggested three
improved algorithms to overcome the overshoot drawback namely, saturation, forgetting factor and hybrid algorithms. As a
result, more control computation was able to be reduced with the cost of extra computation due to the exponential function.
They have also extended their proposed event-based algorithms on a real time application of a mini quadrotor helicopter [47].
The experimental results showed the effectiveness of the proposed event-based PID algorithms with a reduction of the
computing and communication resources utilisation. However, their work would have been more relevant to CPS co-design if
the algorithms complexity and evaluation over network environment is included.

The logic rule for event condition/triggering mechanism is an important criterion in event-based PID controller. The
research that focused on this rule was reported in [48], where five error-based triggering mechanisms as listed in Table 2 have
been compared. They have suggested that the simplest triggering mechanism (absolute relative) was the best option in
balancing the trade-off between the performance of the control and the reduction of the control computation.

Table 2. Different event triggering mechanisms [48].

Triggering mechanisms Logic condition The control is updated when:
Relative error le(ty) — e(tj)l > elim The different between current error and last time
error is greater than elim.
k+1
. The integral absolute error (IAE) value for relative
Integral relative error le(ty) — e(t;)|dt = elim Hes ; (IAE)
error is greater than elim.
k
Predictive error lep(t) — e(D)]| = elim The different between current error and predictive
error is greater than elim.
k+1
Integral predictive error f le,(t) — e(t)|dt = elim The IAE value for predictive different is greater
% than elim.

Integral square relative error The square IAE value for relative error is greater

k+1
f [e(te) — e(t)] dt = elim | than elim.
k
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Figure 5. Block diagram for PI-SSOD control scheme.

Typically, the earlier research on event-based PID controller based on the level-crossing or SOD sampling was
unsuccessful in avoiding the sticking and limit cycles issues. In parallel line of research, an effort to remedy the sticking and
limit cycles issues has been conducted. In another work, the SOD sampling has been improvised with the symmetry send-on-
delta (SSOD) as found in [49]. They proposed to generalise the measurement error, e(f) to become symmetry error, e*(¢) with
the scale of elim, then the control signal was calculated using the e*(¢). Their work was based on the PI controller and two
types of SSOD were introduced namely PI-SSOD and SSOD-PI. SSOD-PI generalized the error before control computation,
while PI-SSOD calculated the control signal first before generalized the control signal u(?). Figures 4 and 5 show the block
diagram for SSOD-PI and PI-SSOD respectively. r and y are the system’s input and output respectively, and P(s) is the plant.
They also suggested two sufficient conditions for the proposed event-based SSOD controller in order to avoid the limit cycles
occurrences. Simulation and experimental results have shown that the response manages to avoid the limit cycles occurrences
if the values of PI gains are inside the control parameters determined by the suggested sufficient condition.

As the PI gain parameters for event-based SSOD should follow a certain range described by the sufficient condition for
limit cycles avoidance, the available time-triggered continuous tuning rules for PI gains are no longer be explicitly adopted on
event-based SSOD. Therefore, the direction of event-based SSOD has been focused on formulating a new tuning rule. Initiate
by the event-based SSOD inventor itself the ST (settling time) tuning rule for SSOD-PI has been developed [50, 51]. Based
on the step response for various normalised first order system, the PI gain parameters were determined based on the objective
to search for a minimum settling time. The ST tuning rule managed to produce a response without limit cycles, but the response
was considered slow as compared to the established tuning rules such as AMIGO (Approximate M-constrained Integral Gain
Optimization) [52] and SIMC (Simple Internal Model Controller) [53].

In another study, Romero and Sanchis [54] have developed a tuning rule for SSOD-PI based on the phase margin to
oscillations constraint, which was determined in Nyquist plot. The SSOD response was plotted in Nyquist plot using a
describing function (DF) [55], while the phase different between the SSOD and open-loop process plots was determined as a
new phase margin in order to maximising the PI gain parameters. The expanded version on SSOD-PID was presented in [56].

Subsequently, the interest on event-based SSOD tuning has been increased covering various tuning techniques. For the
robust tuning, Ruiz et al. [57] have used a characteristic stability map, which was a combination of SSOD and robust stability
Nyquist plots. Miguel et al. [58] included the optimisation in tuning the SSOD-PID by utilising the Tsypkin margin (M7) to
minimising the IAE. Sanchez et al. [48] used an identification method to tune the PI gain parameters by introducing an
oscillation margin. The same authors have also improved the SSOD Nyquist plot to validate the event-based SSOD tuning rule
[59].

Even though, many tuning rules have been proposed for event-based SSOD to avoid a limit cycles, the study to directly
utilise an available tuning rule from time-triggered in event-based PID controller has not been published. It can be a useful if
the event-based controller can use the large number of well-established tuning rules applied in industry in order to achieve
difference performances requirement or robustness aims [25, 49, 60, 61]. In general, the event-based controllers used in SOD
and SSOD in the literature were described as a PID controller. However, in their design and analysis, only PI controller has
been applied. This is because in the process industry, a first order plus dead times (FOPDT) is sufficient to represent the process
and the PI controller has a good performance to control the process [62]. The PI controller also has an advantage in CPS design
because the algorithm is simple and the gain parameters is easy to tune, resulting in low computational requirement as
compared to the PID controller. Moreover, most of the published articles on event-based PID do not evaluate their proposed
strategies over the network environment. The analysis of the even-based controller on the network is an important criterion to
evaluate its viability as a CPS co-design as the CPSs are mostly run in the network environment.
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Table 3. Comparisons of existing event-based controller strategies.

Approaches Advantages Disadvantages
Event-based state-space | Preserves commonly used stability concepts | State-dependent threshold requires more
approach and analysis. computation for event detector, and the

response most probably will generate a limit
cycles condition.

Event-based PID controller | The algorithm is simple which allows to be | A sticking problem and limit cycles
(SOD) implemented in real application. response.

Event-based PID controller | Able to generate response without a limit | Extra computation is compulsory to
(SSOD) cycle. generalise the error. The strategies restrict
the PI gain value, thus a new tuning rule for
PI gain is required.

One of the event-based SSOD implementations in network environment was reported in [63]. The technique was designed
together with a wireless sensor network for a greenhouse. The AMIGO tuning rules were used as a tuning rule for their PI-
SSOD and SSOD-PI techniques. As expected, the event-based SSOD strategies were able to reduce the number of
communications while maintaining control performance. However, the result showed a significant limit cycles occurrence due
to the tuning values for PI gains which were out of the range as suggested by [50]. Pawlowski et al. [63] also showed that the
event-based PID controller was able to be implemented in network environment and as it can reduce computation iteration.
Therefore, the potential of the event-based PID controller as a feedback controller for CPS needs to be explored. Moreover, a
proper design framework of event-based PID controller consists of controller design, trade-off and evaluation must be
determined. A summary of the main advantages and disadvantages of the existing event-based controller is listed in Table 3.

4. TOOLS FOR EVENT-BASED CONTROLLERS

For an effective control, a co-design CPS framework should consist of a specific tool and method for controller design and
evaluation. For simulations of control system, the Matlab/Simulink software is widely used for controller design and
performance analyses. However, as the CPS consists of computation, communication and control, the requirement for network
control system and RTS features must be included. In an important work, Cervin ef al. [64] has developed a
MATLAB/Simulink-based simulation toolbox for embedded and networked control systems called as TrueTime. The toolbox
is very useful, and it has been increasingly used by researchers as a CPS evaluation tool [15, 65, 66, 67, 68, 69].

As the CPS is a heterogeneous design, it is difficult to obtain an explicit reliability function of the CPS that contain a
mapping of the performance’s trade-off between computation, communication and control [67]. In this case, the Monte-Carlo
simulation (MCS) for the CPS evaluation can be considered [67, 70, 71, 72]. Moreover, several researchers have combined
the TrueTime and MCS simulations as reported in [15, 69, 73]. Similarly, it will be interesting to explore the combination of
the TrueTime and MCS simulations for evaluating of the event-based controller.

An event-based strategy requires extra algorithm to modify the time-triggered approach in order to reduce the control
updates. For the event-based PID approach, Durand et al. [47] used an expensive algorithm which was exponential function
in their event-based PI algorithm, while SSOD event-based PID methods requires additional computation to generalise the
measurement error [49, 50, 51]. On the other hand, a higher computation algorithm is required for the event-based state-space
as compared to the event-based PID as the control computation needs to calculate the control signal for all states [35].
Moreover, an extra algorithm is required for output-based and model-based controllers to estimate the states [33]. Since the
goal of an event-based strategy is to reduce the computation, control algorithms with less computational time should be
considered. The algorithm complexity prevalently calculated using the big-O notation [74]. However, the big-O notification is
in term of the order of the algorithm complexity, not the actual execution time.

The complexity of the algorithm has also been determined using a running time for algorithm execution [75]. The number
of arithmetic operations performed by the algorithm is commonly used to estimate time complexity, assuming that each
arithmetic operation takes a fixed amount of time to perform [76]. According to [77], the energy cost of basic arithmetic in a
45 nm CMOS process for 16-bit floating addition and multiplication is equivalent to 0.4 pJ and 1.1 pJ, respectively. Therefore,
as an alternative, computational energy consumption and algorithm complexity can be calculated based on the number of
arithmetic operations in the algorithm, which can be used to evaluate the performance of the event-based strategy.

5. CONTROL CHALLENGES

Based on the review and the previous discussions, the following challenges in control of CPS can be considered:

(a) The cyber part plays a role in computing a control signal for the actuator using an information from the sensor in feedback
closed-loop control. The feedback loops that constantly transfer and compute the control signal at every predefined
sampling time will keep utilising the cyber energy. Therefore, to enhance the integration of cyber and physical parts, this
computation cost should be included as an objective in controller design by allowing the trade-off between cyber and
physical performances.
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(b) A co-design technique such as event-based controller can play an important role in control of CPS [78]. However, a
framework or guideline procedures to utilise the event-based controller as a CPS feedback controller is not completely
available.

(c) A review has shown that the event-based PID can be a good candidate for an effective co-design technique in order to
incorporate CPS in controlling a plant. However, due to the sticking and limit cycles issues, a well-established tuning rule
for PID controller is not suitable for the event-based PID. Moreover, most of the efforts in improving the event-based PID
will introduce new computation which increase the computational cost. Also, there is a need to improve the event-based
PID with a simple algorithm which is able to address the sticking and limit cycles problems under the presence of network
issue.

(d) CPS mostly runs on the network environment where the timing imperfections in computing and communication
components affect the system performance and reliability. In RTS, control computation is one of the scheduling tasks, and
thus it will inherit several issues such as delay jitter, task execution time scheduling and task preemption. The variation of
input-output delay over the period can deteriorate the control performance and possibly de-stabilise the system. Hence, to
enable event-based PID as a CPS feedback controller, it should be evaluated with the presence of these timing constraints.

(e) A new design methodology to co-design the controller in order to fulfil both cyber and physical objectives is required.
This co-design framework should have a structure in designing a controller that is able to reduce the computation usage
while maintaining physical performance, and the evaluation technique that can facilitate the method to consider timing
constrains in CPS.

6. CONCLUSION

This paper has provided a review of co-design approaches for control of CPS. The approach is well suited for the CPS design
to enhance the integration by enabling the trade-off between control and computational performances. Several controllers have
been discussed, and it seems that the event-based controller has a direct link with a feedback control design. A review of event-
based controller strategies has considered state-space and PID approaches. It was found that the event-based PID controller is
more practical to be used as a CPS co-design with less computational time. However, such a strategy needs to be improved to
cater the issues of sticking and limit cycles response. Besides, this paper has also described tools used in developing and
assessing the co-design approaches for CPS. Several control challenges for CPS control have also been identified.
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